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Organisations and resources for parents and carers

This sheet provides parants and carnem with useful sources of advics and information,

bath for general online safsty snd in partioular, for this yoor's Safer Infemat Day theme
of 'All fun and games? Explorng respect and relationships oaline.’ |t also indudes
] information on how to report online problermna.

meuummmmmmm FE@
il

UK Sader internet Centre (UKSIC)

The UKEIC co-ordinates Safer ntermat Day i tha UK. Appointed by the Europsan
E o L Solor Commission, the UKSIC s made up of three partrens: Chidnedt Infermerticnal,
Q)I'iﬂru*: the South Weat Grid for Learming and the Intemet Waich Foundation. W raisa

mwwrnnoss about online safely, develop rescurces and organise natiomwide ovents
such s Safer Imemet Doy: safednternet.orguk/parents

e e for you

¢ Childnat fior children. The Chikdnat wabsite has lots of resouroas Fur-puurqpunpln.p.m
Wl feeregnzre]  Cownrs and teachoers. The Poronts and Cerem page contnines a family agreement,
advioe on talking to your child sbout onlins issues and further plooes to go for
haiip: childmet com

‘Watch Fi dartion {FWF)

]wF The LUK"s hotline for enorymously reporting images and videcs of child saxual
= sbusa onlina. The WF works in giobal partremship with the online industry, low
E enforoement, govarmmant and international partnes. It is a charity with over 150

Mombans: from the inbernet and tech industries: iwl.org.uk

Sauth West Grid for Learning (SWGfL)
A niok for profit, chanfable trust dedicated to the advwncement of education
DML through the use of technology. Provides profossionals, parents and dhildnon with
B Femrndeti advion, macuross ond support to ume inemat iochnologies sadely to enhance
learmning end maximise potential: gwgfl.org.uk
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What will we talk about?

The opportunities and risks of
technology

Building your confidence
Starting a conversation
Creating a family agreement
Managing the risks
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File Contacts Actions Tools Help
o) msn¥ Messenger

E-mail address:

VIDEO COMPUTER SYSTEM™




Where are we now?

for Education

Exciting, but...
Immersive
Compulsive

Hard to say ‘not

J

Nnow

Hard to understand
and control
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What are the What are your
opportunities? fears?




i UK Safer @
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of 8-17s felt
that being online
had helped them
through the pandemic
and lockdown(s),

supporting them
emotionally.

https://d1afx9quaogywf.cloudfront.net/sites/default/files/Safer%20Internet%20Day%202021/SID2021%20research%20report%20-%20summary.pdf



https://d1afx9quaogywf.cloudfront.net/sites/default/files/Safer%20Internet%20Day%202021/SID2021%20research%20report%20-%20summary.pdf
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feel they are
not directly
impacted

claim they didn't
know what to do or
who to report it to

March 2021

https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/one-in-three-video-sharing-users-find-hate-speech



https://www.ofcom.org.uk/about-ofcom/latest/features-and-news/one-in-three-video-sharing-users-find-hate-speech

The risks are evolving 5
The harm Is Iincreasing

* More children taking
Inappropriate images (huge
Increase In 7-10 year olds)

- More children being exploited ZZ%
online
* More children taking extreme

risks with adult apps and
websites




What are the risks for children ... @
online?

CONTENT What they might see

CONTACT Who they might speak to

CONDUCT How they behave

COMMERCIALISM Financial risks
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confidence



What do these words mean?

« GOAT

* Guccl

« TBH

 Lit

e Squad
 Bae

* Throw shade
« Salty

* Ghost

for Education

Do you
remember...

As If!

Talk to the hand
Don’t go there
My bad

Take a chill pill
Whatever!

Not!



for Education

Building your confidence

You don’t have to be a technology expert!

* You are the expert on your child
* You can set the rules in your home

 You can help your child develop responsibility and
resilience

 You are the best person to support your child if things go
wrong



Building your confidence

for Education
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Organisations and resources for parents and carers

e BBC OWﬂ It | This sheet provides parsnis and carers with useful scurces of acvice and information,

bath for genenal online safety end in particular, for this yoor's Safer Indemet Cay theme
of 'All fun and games? Exploring respect and relationships online. It nlso incuces

https://www.bbc.com/ownit ) e
« NSPCC — help and resources ““"‘""‘“’“““’“P“‘“ i1

: UK Safer Internet Centre {UKSIC)
0 start conversations e e e et o It b b e
i 1L S Commission, the UKSIC s mode up of three partnans: Chidnet Inormertional,
', the South West Grid for Leeming and the Infemat Waich Foundation. We raisa
mamrnnams about online safety, develop rescurcss and organise ratiomwids seents
such as Safer Imemet Doy: safednternet.orguk/parents

« Common Sense Media — o

# nor-profit organisation working to bolp make the infamet o great and safe placo
fior children. The Ghildrat waebsite hes lots of meocuroes for young people, parents,

look up an app, website or ORI i T o o o s o

halip:

game and see If the content ————

g? The LIK' hotline for encrymously reporting images end videos of child saxual
IS R

abuse onlina. The IWF works in global partremship with e online industry, low
enforcement, gowemmant and intermational partnens. |t is a charity with over 150
Memban: from the inbormot and toch industries: iwil.org.uk

Sauth ‘West Grid for Learning {SWGEL)
A not for profit, chanfable trust dedicated to the advencement of education
DML through the use of technology. Provides professionals, parents and dhikdren with
Fehees advios, rescurcas and support to use intemeat iechnologies sadely to enhanoe
leaming end maximise potentiak: swgfl.org.uk



https://www.bbc.com/ownit

73% of
pupils trust
parents on

online safety,

but only 56%
talk about it
more than
once a year
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The teachers can help,
but, the parents spend
more time with the kids so
they can help more

pupilsurvey.lgfi.net

14 P »l o) 238/247

bit.ly/eLIMPupilVoiceMarch19



http://www.bit.ly/eLIMPupilVoiceMarch19
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Starting a conversation



Start the conversation

Support Services
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« What do you like most about the internet and why?

« How do you have fun using the internet and
technology?

« What's your favourite game, app or website?
« How does going online make you feel?

« How does the internet and technology make your life
better?

* Do you most enjoy going online alone, or with other
people?
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Digiduck and the Magic Castle | Childnet '

Resources Digiduck Stories

Digiduck and the Magic
Castle

There's a new game that everyone's
playing, and Digiduck wants to join in!

the types of games that young children enjoy playing online
and why

* how to tell if real money can be spent

» the social elements of gaming with others (e.g., keeping
personal information safe)

« what to do if someone is pressuring you to do something
that you are unsure about


https://www.childnet.com/resources/digiduck-stories/digiduck-and-the-magic-castle/

For older children
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E E Q Signin CBBC CBBC iPlayer Newsround Bitesize Own It CBeebies CBBConTV CBBC Help Q Search BBC
OWNIT e o ” ©
The Basics Take Control It's Personal Don't Panic About Us

Teachers - online
safety resources

a" Check this outﬁ

Where to start

with Own It!
Parents - help your

_ child boss their
(@ Find out more online world

&' Check this out!

BBC Own It https://www.bbc.com/ownit



https://www.bbc.com/ownit
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Creating a family
agreement
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Y TIME'S UP.
—— GRAN!

https://youtu.be/ tf2rOWTFEKoO



https://youtu.be/_tf2r0WTFKo

Agree screen time

for Education

Royal College of Paediatrics and Child Health (RCPCH) January 2019

Stop use one hour before bed-time

Mealtimes can be good opportunities for
screen-free zones

Adults should think about their own screen
use, including whether they use devices
unconsciously too often

Children need face to face social interaction
and screens are no substitute for this

Establish age-appropriate boundaries,
negotiated by parent and child, that
everyone in the family understands

2



Agree which 5
sites/apps/games are okay

O, © NSPCC NetAware)))

\ f DL 110

(& common sense media

— FAMILY —
? VIDEO GAME*
—-DATABASE-

Seorch What's New Discover Gomes All Games About

Search by theme

Reviews Top Picks Family Guides



https://www.taminggaming.com/

for Education

Agree relationships g

‘Who is on your friends and followers list?”

‘Let’s look at your privacy settings together’

Welcome to Snap Map!

292 1 Ok 1 47 Location access is required to use the Map.

posts followers following
Allow

Edit Your Profile

EXIT MAP
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Agree responses g

If someone is bullying your child online:

« Keep the evidence — screenshots and/or texts

 If it's someone from their school, talk to their teacher
* Report to the service provider

* Find out how to block users on sites and games

If you think your child might be bullying others
online:

- Explain why you are upset by their
responses to others

- Agree a change in behaviour

 If you are concerned about their
effect on others, talk to their teacher



https://azoomee.typeform.com/to/nBoVoR

Agree what they see you doing
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BB O Signin News Sport Weather iPlayer

NEWS rouTics , 'Sharenting': Are you OK with what your

Home World UK England N.lreland Scotland Wales Business JEINGEN Health Education Sci/En parents post?
8 December 2014 Last updated at 09:12 EO=E8

O7Feb2017 Lostupdated at07:53

Tory MP admits playing Candy Crush
during committee

l ‘Y, 5
»

Conservative MP Nigel Mills has been caught playing popular mobile
puzzle game Candy Crush Saga game during a Commons committee How do you feel about what your parents post on social media?
hearing.

Related Stories

B St HOME » ’ THONS https://www.bbc.co.uk/newsround/38841469

on pensions.

wu o AT€ YOUr parents on Tinder?

period of two an

The middle-aged are flocking to a dating app that has become as socially
acceptable as 'a trip to the local pub’


https://www.bbc.co.uk/newsround/38841469

Agree what happens outside the,,..... 5
home

What happens when
they visit friends?

What expectations do £ e !\

you have?

I
N
~

What expectations do
they have?



1 Discuss apps and check them out together

1 Join in with technology activities

™

Everyone agrees to

1 Family time without technologdy
- Switch off atan agreed time each night

1 Talk about what weé do onlin€, just as we do with other
activities

bit |
v/eLIMFamiIqureement

O

[y

Support Services

for Education



http://bit.ly/eLIMFamilyAgreement

Support Services

Managing the risks



App and game settings

* Privacy settings
* Friends lists

* Voice chat

* On-screen chat
« Time

 In-app purchases

o' TikTok

Privacy and settings:

Private or public?
Comments allowed?
Time limits
Restricted viewing
mode

(All messaging on
Tiktok is private)

Support Services
for Education

Account settings
Privacy

Control settings
Other settings

No one

Friends

Enable Account
Restrictions
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Tools to help you soporeseves [

Parental
controls Keeping kids safe online Py

rom Bringing togethe OZthk ow-how and the
s NSPCC'’s expertise in protecting children

Phone 02 and
NSPCC online
safety helpline

X!, 0808 800 5002
s,h Migfen Jetthe

I

O, | NSPCC

most out of the Internet



Can the family go
without technology?
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Photos from www.photosforclass.com

M KWRYANA AN


http://www.photosforclass.com/

for Education

What if things go wrong?

Report Harmful Content https://reportharmfulcontent.com

Helping everyone to report harmful content online

COGAOLE®O

Threats Impersonation Bullying and Self-harm or Suicide Online Abuse Violent Content Unwanted Sexual Pornographic
Harassment Content Advances Content

Foundation

S www.ceop.police.uk www.iwf.org.uk —
- grooming CSA images



https://reportharmfulcontent.com/
http://www.ceop.police.uk/
http://www.ceop.police.uk/

Support Services
for Education

h

https://www.childnet.com/our-projects/project-deshame



https://www.childnet.com/our-projects/project-deshame
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Key actions

Build your confidence

Start a conversation

Create a family agreement

Manage the risks

Know where to get help and support
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